HNucTpykuus 1uis o0yvarommxcs o odecrnedeHn0 HHGpOpMannoHHON 0€301aCHOCTH
NPH UCNIO0Jb30BaHUU ceTH «AHTEepHeT» NJ151 pasMeleHus B y4eOHbIX
Ka0MHeTax, B KOTOPBIX OCYHIeCTBJIsAETCS A0CTYN B ceTh MHTEpHeT

C KaK/bIM roJI0M MOJIOACKH B MHTEPHETE CTAHOBUTHCS GOJIbLIE, a LUKOMLHUKH OHHM M3 CAMBbIX
AKTHBHbIX mosib3oBatesneii Pynera/ WurepHera. Mexkay TeMm, NOMHMO OFpOMHOTO  KONHYECTBa
BO3MOJKHOCTEH, HMHTEpPHET HeceT M npobrembl. JTa namsaTka A0DKHA NOMOYb Tebe 6e30nacHo
HaXOJMTbCS B CETH.

KomneioTepasble BHpychbI

KomrbioTepHbiii  BUpYC - 3TO PasHOBHAHOCTb KOMMBIOTEPHBIX MPOTPAMM, OTJIMYMTENbHOM
0COOEHHOCTBIO KOTOPOH ABSETCS CIOCOGHOCTD K PasMHOXKeHUIO. B 10nonHeH1e Kk 31omy, BHPYCbI MOT'YT
MOBPEAHTDL WM TONHOCTBIO YHHYTOXKHTb BCE (Daiiibl M JIaHHBIE, MOJAKOHTPOJBHbIE MOJb30BATENIO, OT
HMEHH KOTOPOro Oblia 3amylieHa 3apakeHHas MporpamMma, a Takke NMOBPEIUTh WITH AAKe YHHUTOKHTS
OMEPALIMOHHYIO CHCTEMY CO BCeMH (aiiiamu B LenoM. B GomblunHCTBE CllyyaeB pacnpocTpaHsioTes
BUPYChI 4EPE3 UHTEPHET.

MeTo/1bl 3a1UThI OT BPEAOHOCHBIX NPOrpamMMm:

I. Mcrionb3y# coBpemMeHHbIe ONepaliHOHHbIE CHCTEMBI, HMEIOIIHE Cepbe3HbIN YPOBEHb 3aLUUTbI
OT BPEJIOHOCHBIX TPOrpaMMm;

2. TloctosHHo ycraHaBauBai mnautH (UMQpPOBbIE 3arUIaTKH, KOTOpbIE  aBTOMAaTHYECKH
YCTaHAB/IMBAIOTCA C LENbI0 J10pabOTKH MpOrpamMMbl) W Jpyrue OGHOB/IEHHMS CBOEH OMNepalHOHHOMN
cucrembl. CkauuBaii MX TOJIBKO ¢ ODHIMANBLHOrO caiita paspabortunka OC. Eciu CYLLECTBYET PEKUM
aBTOMAaTHYECKOro OOHOBIICHHUS, BKIIIOUH €r0;

3. PaGorait Ha cBOEM KOMITBIOTEpE M0]] NPaBAMMU MOJb30BATEIS, A HE aJIMMHUCTpATOpa. IT0 HE
MO3BOJMT OOMBLUMHCTBY BPEJIOHOCHBIX MPOTPAMM  MHCTALIMPOBATBCS HA TBOEM MEepPCOHATbLHOM
KOMIMbIOTEpE;

4. Mcnonb3yii  aHTMBMPYCHble NpOrpaMMHbIe MPOMYKThI M3BECTHBIX TMPOM3BOAMTENEH, C
aBTOMaTHYeCKUM OOHOB/IEHHEM 0as3;

5. Orpanunub usnyecKuit J0CTYN K KOMIBIOTEpY /151 IOCTOPOHHUX JIHLL,

6. Mcronb3yd BHeuwiHwe HOCHTeNM MH(pOpMALMM, Takue Kak (euika, AMCK Wi baiin u3
MHTEPHETA, TOJIbKO W3 NPOBEPEHHBIX HCTOYHHUKOB;

7. He orkpbiBaii KoMnbloTepHbIe (aiisibl, MOJTyYeHHbIE M3 HEHANEKHBIX HCTOYHHKOB. Jlake Te
(haiisibl, KOTOpbIE MpHC/IA/ TBOH 3HAKOMBIiA. JlydLie yTOUHH y Hero, OTIPaBIIs JH OH Tebe HX.

Cern WI-FI

Wi-Fi - 510 He BuJ| nepeaauy JaHHbIX, HE TEXHOJIOTHS, 4 BCEro JHILb Openp, mapka. Ewe B 1991
rofy HHAEpIaHACKas KommnaHus 3apeructpuposana Opena "WECA", yto 0603Ha4ano cloBocoyeTaHue
"Wireless Fidelity", kotopslii nepeoautes kak "GecrnpoBoHas TO4HOCTS".

Jlo Halero BpemeHH fomuia apyras aGOpeBHaTypa, KOTopas SB/ISETCS TAKOW JKe TeXHONOTHEN.
Oto abGpesuarypa "Wi-Fi". Takoe Ha3BaHMe ObL10 JaHO C HAMEKOM Ha CTaHAApT BbICLLEH 3BYKOBOM
TexHuky Hi-Fi, yto B nepeBoe o3nayaer "Boicokas TouHocTs".

Ma, Oecnathblii WHTepHeT-10CTYN B Kade, OTENsIX M a’PONOPTAX ABNAETCH OTIMUHOM
BO3MOXKHOCTBIO BbIXO/1a B MHTEPHET. HOo MHOTHe 9KenepThl cunTaloT, 4ro obuienoctynHsie Wi-Fi cetu He
ABJAKOTCS O€30MacCHbIMA.

Cosetbl no 6e3onacHocTH paboThbi B 061wea0¢TYNHBIX ceTsx Wi-fi:

I. He nepenasaii cBoto nmunyio undopmaumio uepes obuenocrynusie Wi-Fi cetu. PaGoras B
HHX, JKE/IaTE/IbHO HE BBOAMTDH MAPOJIK 0CTYNA, JIOPHHBI M KaKKe - TO HoMepa;

2. Wcnonbsyit v OGHOBIAN aHTHBHPYCHBIE NPOrPaMMbl Opanamayep. Tem cambiM Thbl
ofe3onacuiub cebst OT 3aKauku BUPYca Ha TBOE YCTPOHCTBO;

3. Ilpu nenonssosanun Wi-Fi otkmoun ¢ynkumio "O6umii goctyn k (baiinam u npuHTEpam".
MlanHas QyHKUMS 3aKpbITa N0 YMOJYAHMIO, OJHAKO HEKOTOpbIE MONb30BATE/H aKTHBHUPYIOT ee s
yAaobceTea uenonb3oBatus B pabote wiu yuebe;



4. He ucnons3yi nyGnuunsii WI-FI ans nepeaauw nuyHbIX JaHHBIX, HanpuMmep /Uis BbIXOAa B
COLIMAJIbHbIE CETH WIIH B DJIEKTPOHHYIO MOYTY;

5. Ucnonb3yi# Tosbko 3amuuieHHoe coeauHenue yepes HTTPS, a e HTTP, 1.e. npu HaGope Beb-
azpeca BBoau umeHHo "https://";

6. B mobuabHoM Tenedone otinoun dpynkuuio "lMoawmovenune k Wi-Fi asromaruuecku”. He
JIOTTyCKai aBTOMAaTHYeCKOro NnojAKIO4YeHus ycTpoiictea k cetsMm Wi-Fi 6e3 TBoero corsacus.
ConnajibHbie ceTH

CouuanbHble CeTH aKTMBHO BXOJST B HAlly JXM3Hb, MHOTME JIOAM paboTalOT M JKUBYT Tam
nocTosHHO, a B Facebook yike 3aperucTpupoBaH MUWJIJIMAp/L YEJIOBEK, YTO ABJISETCS OJHOM ceIbMOM Bcex
KuTeNeld niaaHeTbl. MHOrue noib30BaTeNH HE MOHMUMAIOT, YTO HH(OpMalMs, pa3MellleHHas WMH B
COLIHAJIbHBIX CeTAX, MOXKET ObITh HaliJleHa W UCTIOIb30BAHA KEM YrOJHO, B TOM 4Yuciie He 00s3aTesibHO ¢
OnaruMu HAMEpPEHHUAMH.

OcHOBHbI€ COBETbI 10 6€30MaCHOCTH B COLMAIbHBIX CETAX:

1. Orpanunub cnucok apy3seit. Y 1ebs B Apy3biX HE JOKHO ObITh CIyYaHHbIX M HE3HAKOMbIX
MOJEeH;

2. 3amMwai CcBOKO 4YacTHYIO u3Hb. He yka3sbiBaii naposnu, tenedoHbl, aapeca, aaTy TBOEro
POKACHWUS M JPYryl0 JIMYHYI0 HHQPOpPMaLHIO. 3/0YMBILUIEHHHKH MOTYT HCMOJb30BaTh Jaxe
MH(OPMALIMIO O TOM, KaK Thl U TBOM POAMTENH TUIAHUPYETE NMPOBECTH KAHUKYJIbI;

3. 3awMiiaii CBOK peryTauuio - JIepXKH ee B YMCTOTe W 3ajaBait cebe Bompoc: xoresn Obl Thl,
ytoObl Jpyrue TMoJb30BaTeNM BUAENH, 4TO Thl 3arpyxaews? [loaymad, npexae u4em 4TO-TO
onmy0JMKOBATh, HAMKUCATb W 3arPY3UTh;

4. Ecnu Thl rOBOPHLIb C JIKOJIbMH, KOTOPbIX HE 3Haellb, HE MCIMOJb3YyH CBOE peajlbHOE UMS M
APYTYIO JIMYHYIO HHOPMALIMK: UMSI, MECTO JKMTEJILCTBA, MECTO Y4eObl U npouyee;

5. Uzberait pasmewienus dororpapuit B UHTepHere, rae Thl W300pakeH HAa MECTHOCTH, M0
KOTOPO# MOJKHO ONPEJE/IUTL TBOE MECTOMNOJIOKEHHE;

6. Ilpu perucTpaumu B COLMAIBHOW CeTH HEOOXOAMMO MCMONb30BaTh COXKHbIE MapOIIH,
cocrosiiue u3 OYKB U LMPP U C KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jis cOUMaIbHOM CeTH, MOYTHI U IPYTUX CAWTOB HEOOXOAMMO MCIO/BL30BATh Pa3Hbie MapOJIH.
Torpaa ecnu Te6s B3IOMAIOT, TO 3/I0YMbILUJIEHHUKH MOMYYaT JOCTYI TOABKO K OHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHbIE IeHbI'H

DNIEKTPOHHBIE JI€HbIM - 3TO OYeHb YJAOOHbIH cnocod miarexeid, OAHAKO CYyILECTBYIOT
MOLLIEHHUKH, KOTOPbIE XOTAT MOJYYHUTb 3TH JI€HBTH.

DNEeKTPOHHbIE JEHbI'W TMOABWJIMCH COBCEM HENABHO M MMEHHO H3-3a 3TOr0 BO MHOIMX
rocy1apcTBax 0 CHX Mop He MPOMMCaHO NPO HUX B 3aKOHAX.

B Poccuu e oHM QYHKUMOHMPYIOT M O HHUX YXe MPOMUCAHO B 3aKOHE, I/le MX pa3e/sioT Ha
HECKOJIbKO BM/IOB - aHOHUMHbIE U HE aHOHMMHbIe. Pa3zHULIa B TOM, YTO aHOHHMHBIE - ITO T€, B KOTOPbIX
paspeiiaeTcs NPOBOAWTH omnepauuu 0e3 uaeHTHUKauMM rnonb3oBaTeNs, a B  HEAHOHMMHbIX
MAEHTHHUKALMSA 10J1b30BaTes ABNsSETCH 0053aTebHOM.

Takoke cnemyer paziuyarh NE€KTPOHHbIE GHUATHbIE AeHbIW (PaBHbI MOCYAAPCTBEHHBIM BAJIOTaM)
1 2JIEKTPOHHbIE HeHaTHbIE IeHbIH (He PaBHbl FOCY/1aPCTBEHHbIM BAJIIOTaM).

OcHoBHbIE coBeThl MO Oe3onacHoi paboTe ¢ ANEKTPOHHBIMU ACHbIaAMM:

1. TlpuBsku K cuery MOOWIbHBbIM TenedoH. D10 cambii ya0OHbIH M ObiCTpbIi crnocod
BOCCTaHOBUTb A0OCTYN K cuety. [lpuBsa3anHbiii Tenedon nomoxker, ecnu 3abyaelib CBOW TUIaTeXKHbIH
napojib WM 3aiJellb Ha CAalT ¢ HE3HAKOMOIrO YCTPOMCTBA;

2. Ucnonb3yi oaHopaszoBbie naposu. [locie nepexosa Ha yCHICHHYIO aBTOpH3aLUIO Tebe yke He
Oyzaer yrpoykarb ONacHOCTb KPayky MJIK NepexBaTa MiaTexHoro napons;

3. Buibepu cnoxhbiét naposib. [lpectynuukam Oyaer He npocTo yrajaTh CJIOXKHBIW Mapoib.
HazexHblie naposu - 370 Naposik, KOTOpble COAePKAT He MeHee 8 3HAKOB W BKJIIOYAIOT B ceOs CTPOUHbIE U
nponucHbie OyKBbl, LHPbI U HECKOIBKO CUMBOJIOB, TAKHE KaK 3HAK a0sapa, (pyHTa, BOCKIMLATEIbHbIN
3Hak W T.1n. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHbBIE JaHHBIE HA CAlTaX, KOTOPbIM HE J0BEpseLlb.

DJIeKTPOHHAS NOYTA

DNeKTPOHHAs Mo4YTa - 3TO TEXHOJOTHS M MpPefOCTaB/ISEMble €10 YCIYrH MO Nepechbulke H
MOJIyYEHHIO DJIEKTPOHHbIX COOOIIEHUH, KOTOpbIE pacrpeieisioTes B KOMMbIOTEpHOH cetH. OObiuHO
3JIEKTPOHHBIH TMOYTOBBIM AWK BbIMISAAUT ClEAyOlMM 00pa3oM: WMs_ NONb30BaTeNs(@UMS_JIOMEHa.
Takske KpoMe repesiauu MPOCTOro TEKCTa, MMEETCs BO3MOXKHOCTb nepe/iaBaTh (haiibl.



OcHoBHble coBeTbI 110 Ge30MacHOl paGoTe ¢ MeKTPOHHOM NOYTOI:

. Hago BbiGparh npaBuibHbIH MOYTOBBIE cepeuc. B wuHTepHere ecthb orpomubiii BbIGOp
OecraTHbIX NOUTOBBIX CEPBMCOB, OIHAKO JyyLile AOBEPATH TEM, KOI'O 3HACLIb W KTO NEPBbIi B peiTHHTE;

2. He yka3biBail B JMuYHON mnouTe JnuHylo  uHpopmaumio. Hanpumep, Jyuie BbIOpaTh
"My3bikasibHblH_(anaT@" uan "pok2013" Bmecto "temal3";

3. Hcnonbsy# ABYXSTanHyio aBTOPH3ALMIO. DTO KOIA MOMUMO Naposisi Hy)KHO BBOJMTbL KO/,
NpHCbLIaeMslit mo SMS;

4. Beibepu cnoxHblii naposib. JUis Kakaoro noyToBOro ALMKa A0MKEH GbiTh CBON Ha/IeXKHbIH,
YCTOMYHBBIH K B3/IOMY Mapoib;

5. Ecam ectb BO3MOXKHOCTL Hamucarth CaMOMY CBOW JIHYHBIH BOMPOC, HWCMOAB3YH 3Ty
BO3MOXKHOCTb:

6. HUcronb3yit HECKOIBKO MOYTOBBIX SALIMKOB. [lepBbiii a1s yacTHOM nepenucku ¢ ajpecaTamu,
KOTOPBIM Thi 1I0BEpsieLlb. ITO 2IEKTPOHHBIN aipec He HAM0 UCMOIb30BaTh MpH perucTpaumu Ha opymax
U cairax;

7. He otkpbiBaii haiiibl u Apyrue BAOKEHMS B MUChbMAX, AaXke €C/IH OHH NPULLIK OT TBOMX
Apy3ei. Jlyuuie yToUHH y HUX, OTPABIISIIHN JI OHM Tebe HTH (aiinbl;

8. IMocne okoHuaHus paGoTHI HA MOYTOBOM CEpBHCE Mepe/l 3aKpbITHEM BKJIAJIKM C CAWTOM He
3a0yb HakaTh Ha "BbliiTi".

KnGepOy/inHr wim BUpPTyaibHOE H3AEBATEILCTBO

Kubepbynnuur - mnpecienosanue coobiueHusimu, COZCPKALUMMH  OCKOPO/IEHHUS, arpeccuio,
3aMyruBaHue; XyJIMraHeTBo; colnanbHoe GOHKOTHPOBAHHE C MOMOLUBIO Pa3IHYHBIX MHTEPHETCEPBMCOB.

OcHoBHble coBeTbI 110 Gopbe ¢ kubepOyuHHroM:

I. He Gpocaiics B 6Goif. Jlyuiunii cnocoG: nmocoBetoBathesi kKak cebs BecTH M, €CJIIM HET TOro, K
KOMY MOXHO OOpaTHTbCsl, TO BHauasle YCOKOMTbCA. ECiM Thl HauHelub OTBeYaTh OCKOpO/IEHUSMHU Ha
OCKOpOJIEHHS, TO TOJILKO eLue 6oblue pa3oJioKeLb KOH(IIMKT;

2. Ynpasnsii coeit kubeppenyraumeii;

3. AHOHHUMHOCTb B cetH MHHMaZs. CyleCTBYIOT ¢nocoGb BbISICHUTb, KTO CTOWT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout Bectn Xysnuranckuii oGpas BHPTYaIbHO# HKH3HK. Hutepher ¢ukcupyer Bce TBOM
AGHCTBHS M COXpaHseT uX. Y aainuTh ux Oyaer KpaHHe 3aTpyAHUTENLHO;

5. Cobmoaaii CBOIO BUPTYANIbHYIO YECTh CMOIOAY;

6. Hruopupyit eauHuuHbIii HeraTus. OnHopasoBbie OCKOpOMTEIbHbIE COOBLIEHHS ayuuie
HrHOprpoBaTh. OObIYHO arpeccus NpeKpaLaeTcs Ha HaYaIbHON CTANK;

7. bau arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMH COOOLIEHHSIMH, B COLMATBHbBIX CETAX
€CTb BO3MOXKHOCTh OJIOKMPOBKH OTNPaBKH COOGLIEHHI ¢ OMpeeeHHbIX azipecos;

8. Ecav Tl cBuzeTens kubepOynuura. TBOM aeHcTBUS: BBICTYIIUTh MIPOTHB MpeciieioBaress,
MoKasaTh €My, HTO €ro JACHCTBHS OLCHHBAIOTCS HEraTHBHO, MOIEPIKATh HKEPTBY, KOTOPOH HyKHa
MCHXOJIOrHYECKas MOMOLIb, COOOLUMTE B3POC/bIM O (DaKTE arpecCHBHOrO MOBEACHHS B CETH.
Mobuiabubiii Tesedon

CoBpementHble cMapT(OHbI M MIaHWETHI coaepkar B cebe BrojHe B3pOC/bIH (DyHKUHOHAN, M
TEnepb OHU MOTYT KOHKYPHPOBATH CO CTALMOHAPHBIMH KOMIbioTepamu. OHAKO, CPEACTB 3alUUTh s
MOJOOHBIX YCTPOHCTB MoKa oueHb Masio. TecTHpoBaHHE U NOKMCK YA3BUMOCTEH B HUX NMPOMCXOIMT HE TaK
MHTEHCHBHO, kak ans 1K, To ke camoe kacaeTcs 1 MOGHIILHBIX MPHIOKEHH .

CoBpemennblie MOGHIbHbBIE Gpay3epbl yike NPaKTHYECKH AOTHATH HACTONbHBIC aHaJIory, OJIHaKO
pacimpenuie (GpyHKUHOHaA BieveT 3a COGO# GOMbIIYIO CI0KHOCTS 1 MEHbLLYIO 3aUIHILEHHOCTD.

Jlaneko He BCe NPOM3BOAMTENM BBIMYCKAOT OGHOBICHMS, 3aKPbIBAIOLIME KPUTHYECKHE
YA3BUMOCTH U1l CBOWX YCTPOMCTB.

OcHoBHble COBETBI /151 6€30NaCHOCTH MOBHIBLHOTO Tenedona:

Huuero we spnsercs no-sacrosiemy GecriaTHbiM, Byab octopoxen, Beap korpa Tebe
MpENaraioT GeCruIaTHbIH KOHTEHT, B HEM MOTYT GbiTh CKPBIThI KAKHE - TO MIATHbIE YCIYIH;

Jymaii, npeskae yem ornpasuth SMS, dGoto wiu Buaeo. Thl TOUHO 3Haellb, rae oHu OyayT B
KOHEYHOM HTOre?

HeoGxonumo o6HoBsTH Onepaumonnyio cUCTeMy TBOEro cMaptdoHa;

Hcnonb3yit aHTHBHpPYCHBIE MPOrpaMMBbl 1St MOBHIIbHBIX TeneoHOB;

He sarpyxaii npunokeHus OT HEM3BECTHOrO WMCTOMHMKA, Be/b OHH MOIyT COJEp)KaTh
BPEIOHOCHOE NPOrpaMMHOe 0OecrneyeHue;



[Tocie TOro Kak Thl Bbiiiiellb ¢ caifTa, r/le BBOAW/ JIMYHYIO WHOOPMALMIO, 3al/IM B HACTPOHKH
Opay3epa u yaanu cookies;

INepHoanuecky NpoBepsii, Kakue MIaTHbIE YCIYrH aKTHBUPOBaHbI Ha TBOeM HoMepe; JlaBaii CBOH
HOMep MOGHIILHOTO TeslehOHa TOILKO JIHO/IAM, KOTOPBIX Thl 3HACLIL U KOMY /I0BEpPSACLIb;

Bluetooth nomken ObITh BBIKJIKOYEH, KOrjaa Thi MM He mnoab3yewbes. He 3abbiBaii uHoraa
MPOBEPATH 3TO.

Online urpni

CoBpEeMEHHBIE OHJIAMH-UIPbI - ITO KPAaCOUHbIE, 3aXBaThIBAIOLIME Pa3BeUeHHs, O0bEAUHSIOLINE
COTHH THICAY YEJIOBEK N0 BceMy MUpY. MrpoKH MCCieayloT AaHHbIH UM MHp, 0OLIAIOTCS APYT C ApYroM,
BHIMOJIHAIOT 3a/laHMA, CP@KAKOTCA C MOHCTPAMH M MOJYHalOT ONbIT. 32 yJAOBOJILCTBHE OHH [UIATAT:
MOKYNaloT JAUCK, OMJIaYHBalOT aGOHEMEHT MIIH NPHOOPETAIOT KAKHE-TO OTLIHH.

Bce 9TH cpeicTBa MAYT Ha MOJUIEp)KAHHE W PA3BHTHE WIPbl, a Takke Ha camy 6e30MacHOCTb:
COBEPILEHCTBYIOTCS CHCTEMbI ABTOPH3ALIMH, BBITYCKAIOTCA HOBbIE MaTuM (UM(POBbIE 3amIaTKW A
[porpamMm), 3aKpbiBalOTCs YA3BHMOCTH CEPBEPOB.

B noao6GHbIX Wrpax CTOMT OMacaThCs HE CTOJILKO CBOMX COMNEPHMKOB, CKOJILKO KPaKH TBOEro
naposis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpH3aLuK GOMIbLIMHCTBA HIP.

OcCHOBHbIE COBETHI 110 6€30MaCHOCTH TBOEIO UIPOBOIO aKKayHTa:

1. Ecnn apyroii urpok Beaet cebs MI0Xo Win cosaaeT Tebe HenpUATHOCTH, 3a6J0KHpYH ero B
CIMCKE UIPOKOB;

2. TMoxanyiics aJMHHMCTPATOPaM MIPbl HAa IUIOXO€ TMOBEAECHWE 3TOr0 WMIpoKa, JKEaTelbHO
MPUJIOKHUTH KAKHE-TO 10Ka3aTe/IbCTBA B BU/IE CKPHHOB:

3. He yka3sbiBaii 1nuHyt0 HHGOpMALIHIO B npodaiine urpbi;

4. YBaxka Apyrux y4aCTHHKOB 110 MIpe;

5. He ycranasnuBai HeoULMAIbHbIE NATYH U MOJbI;

6. Ucnionb3yH C/I0JKHBIE W pa3Hble NapoJiu;

7. Jlaxke BO BpeMsl WIpbl HE CTOMT OTKJIIOYaTh aHTHBMpYC. [ToKa Thbl Mrpaeib, TBOH KOMIbIOTEP
MOTYT 3apa3tTh.

@UIIHHT HIH KPaXa JHYHbIX JaHHBIX

OGbIuHOM Kpaxkel JeHer W JOKYMEHTOB CEro/iHs YK€ HMKOro He YAMBHLIb, HO C Pa3sBUTHEM
WHTEPHET-TEXHOJIOTMI 3/I0YMbIIICHHUKH TIEPEMECTHINCh B WHTEPHET, W MPOJO/KAIOT 3aHUMATbCs
"n06uMbIM" 1€710M.

Tak nosBuiIach HOBas yrpo3a: MHTEPHET-MOLIEHHHYECTBA MK (PUILMHT, TJIaBHas Leb KOTOpOro
COCTOMT B MOJIYYEHHH KOH(MDMAEHUMAIbHBIX JaHHBIX [0Jb30BaTeNeH - JOrMHOB M maposei. Ha
aHruiickoM a3bike phishing untaercs kak ¢puiuunr (ot fishing - peiGHas noBas, password - napois).

OcHOBHBIE COBETHI 10 60opbOe ¢ PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciiu Thl nojo3peBaeliib, 4TO TBOS aHKeTa Oblia B30MaHa, TO
HEOBX0MMO 3a610KHPOBATh €€ M COOOLMTD aIMHHHCTPATOpPaM pecypea 00 3TOM Kak MOXKHO CKOpee;

2. Ucnonb3yit GeszonacHbie BeO-CalfThl, B TOM YHC/IE, HHTEPHET-MAra3nHoB H NOMCKOBBIX CHCTEM;

3. Hcnonw3yii cnoxubie W pasHbie naponn. Takum oOpasom, eciu Tebs B3IOMAIOT, TO
3/10yMBbILIEHHUKH MOJTyYaT J0CTYI TOJILKO K OAHOMY TBOEMY MPO(HIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMaNM, TO HEOOXOAMMO MNpeaynpeiuTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
noGaBieHbl y Tebs B ApY3bAX, O TOM, 4TO TeOs B3JOMa¥ M, BO3MOXKHO, OT TBOEro WMeHH Oyier
pacchuIaThCs CriaM M CChLIKH Ha (PUILMHIOBBIE CAHTBI;

5. Ycranou HaaexHsii napoab (PIN) Ha MOOHIbHBIN Tene(OoH;

6. OTKII0YM coXpaHeHue naposs B Gpaysepe;

7. He otkpbiBaii (aiiiibl W Apyrue BIOXKEHHMs B MUCbMAX, J@Xe €C/H OHW MPULLIK OT TBOMX
Apy3eit. Jlyuuie yTOUHH Y HUX, OTTIPABJISIH JIK OHU Tebe 3T daiiibl.

Lndposas penyranus

LludpoBas penyTauus - 3TO HeraTMBHas WM MO3WTHBHAs WH(popmauus B cetH o Tebe.
KomnpomeTHpyiolas Hupopmaiys, pasmellieHHas B MHTEPHETE, MOJKET Cepbe3HbIM 00pa3oM OTPasUThCA
Ha TBOeil peaibHOM ku3HM. "Lludposas penyrauma” - 5TO TBOM WMHMIK, KOTOPbIH (opmupyercs u3
uHpopmaLum o Tebe B MHTEpHETE.

TBOE MECTO KMTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJOKEHHE, OCOOEHHOCTH XapakTepa M
pacckasbl 0 GJIM3KMX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHOTHe MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MyGaMKauMu Jv4HOH WHpopMauuu B
WnTepHeTe, He MOHUMAs BO3MOXHBIX MOC/TEACTBHH. Thl jaxke HEe CMOKELIb A0raaaThCs O TOM, 4TO
dororpadus, pasmeleHHas 5 T Ha3a/l, CTaa NPUUMHOMN OTKa3a NpUHATHL Tebs Ha paboTy.



KommeHTapuu, pasMelieHue TBOMX (Gotorpaduii v apyrue JeiCcTBUSE MOTYT HE UCUE3HYTh Jaxe
Mocjie TOro, Kak Thl MX YAalulub. Thl He 3Haelllb, KTO COXpaHWJI 3Ty WH(OpMaLMIO, Momnajia i1 OHa B
MOMCKOBbIE CHCTEMbI M COXPAHM/IACh JIM OHA, a MJIAaBHOE: YTO MOAYMAIOT O Tede OKpYXaloLHe JIKOIH,
KOTOpbIE HaWAYT ¥ yBUAAT 3T0. HaiiTh MH(pOpMALIMIO MHOTO JIET CITYCTsl CMOXKET JIH0OO0MH - Kak u3 1006pbiX
noOyX/IeHHt, TaK ¥ C HAMEPEHHEM NPUYHHUTD Bpe. DTO MOKET ObITh KTO YrO/IHO.

OcHOBHbIE COBETbI 10 3aLUUTE UH(PPOBOU permyTaluu:

1. Toxymaii, npekae 4em 4To-To MyOJIMKOBaTh U nepeaaBath y ces B 6J0re wid B COLMaIbHOM
CeTH;

2. B wuactpoiikax npoduis ycTaHOBM OrpaHMYEHHs Ha [POCMOTP TBOEro Mpoguis u ero
COAeP)KUMOTO, caenai ero Tobko "ans apysen”;

3. He pa3smelaii u He ykasbiBaik MH(DOPMALIMIO, KOTOpas MOXeET KOro-aiubo ockopOnsTh MM
00MXKaTh.

ABTOpPCKO€ NIpaBo

CoBpeMeHHble LIKOJIBHUKM - aKTHBHbIE MoONb30BaTeNd UMppoBoro mnpocrpaHcTea. OaHako
JAJIEKO HE BCE 3HAIOT, YTO TOJIb30BAHHE MHOTHMHM BO3MOXKHOCTSAMM LM(poBOro mupa Ttpedyer
cOOJIKO/IeHMS TIPaB Ha MHTEJIEKTYaJIbHY0 COOCTBEHHOCTb.

Tepmun  "uHTennekTyasbHas  COOCTBEHHOCTB" OTHOCHMTCS K  Pas3jiMuHbIM  TBOPEHHAM
YEJIOBEYECKOr0 yMa, HauWHas C HOBbIX M300peTeHuit M 3HaKoB, 0003HAYaIOLIMX COOCTBEHHOCTb Ha
MPOAYKTbI M YCIYrW, M 3aKaHuuBas KHUramu, Qororpadusmu, KMHOPWIBMAMM W MY3bIKaJbHBIMH
NPOU3BEACHUAMM.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTE/UIEKTYallbHYI0 COOCTBEHHOCTb HA MPOMW3BEACHHUS HAYKH,
JIUTEpPaTypbl W MCKycCcTBa. ABTOpPCKME TMpaBa BBICTYMAlOT B KAauy€CTBE TIapaHTHM TOro, 4YTO
MHTEJIeKTYaIbHbIH/TBOpUECKH Tpya aBropa He OyJaeT HampacHbIM, JacT €My ClpaBeUIMBbIe
BO3MOJKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TpyJAa, MOJYyYMTb M3BECTHOCTb M MpH3HaHue. HUKTO
Oe3 paspellieHHss aBTOpa HE MOXKET BOCMPOM3BOJAMTH €ro MPOM3BEAEHHE, PaclpOCTPaHsTh, MyOAMYHO
JIEMOHCTPUPOBATh, TPOJABaTb, WMIIOPTHPOBATb, IMyCcKaTb B MpOKaT, MMyOJWYHO  HUCMOMHATD,
MOKa3biBaTh/MCIOJIHATH B d(upe uiu pazmeutats B MHuTtepHere.

Ucnonb3oBaHue "mupaTckoro” nporpaMMHOro obecneyeHns MOKeT NPUBECTH K MHOTMM PHCKaM:
OT MOTEepPH [aHHBIX K TBOMM aKKayHTaM [0 OJOKMPOBKH TBOEro YCTPOMCTBA, IJl€ YCTaHOBJIEHA
HeseranbHas nporpamMa. He crour Takoke 3a0biBaTh, YTO CYLIECTBYIOT JierajibHbie M OecruiaTHbie
NpOrpaMMbl, KOTOpPbIE MO)KHO HaWTH B CETH.

O noprane

CereBnuOK.p() - TBOM rIaBHbIM COBETYMK B CETH. 311€Ch Thl MOXKELIb y3HAaTh O O€30MacHOCTH B
CETH MOHATHBIM W JIOCTYMHBIM A3bIKOM, @ MNPU BOSHUKHOBEHHWM KPHTHUYECKOH CUTyauuu oOpaTuUThCs 3a
COBETOM. A TakKe MPUHATH Y4acTHe B KOHKYpPCaX M CTaTh CaMbIM LIU(POBBIM MPak1aHHHOM!



